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ABSTRACT

Identification and Classification of truculent tweets is a serious problem. Studies have shown how
truculent tweets on Twitter have caused anxiety and in extreme cases death of victims. Various
researches have applied Machine Learning approaches while others Deep Learning in classifying
toxic sentences. Impressive results have been obtained using Deep Learning approaches, the focus
of the research is to develop an extended model for deep learning classification using cyber tweets.
The Model developed in this research work used labelled dataset (twitter _parsed_dataset.csv),
Maximum Entropy was used to extract keywords and entities. One-Dimensional Convolutional
Neural Network (1d-CNN) was used to detect truculent in tweets. The experimental result from the
developed model consider four preprocess datasets for classification, the Unigram, Bigram,
Trigram and N-gram. The result that was obtained for Accuracy 96.1%, Precision 93.6%, Recall
73.7% and F1-Score 83.8% for different test during classification. The result obtained from
the developed model for accuracy, 96.1% was compared with related work Banerjee’s accuracy
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of 93.97%. The developed model can be used for auto detection of truculent messages in

cyberspace.

Keywords: Cyberspace; truculent; tweets; detection.

1. INTRODUCTION

“The control of cyberbullying and limiting its
prevalence can lead to many cyberbullying
detection mechanisms. There are various
problem that required solution such as language
dynamic with respect to time, extracting features
from text and building classifier accordingly
without semantic for detection of cyberbullying
and complexity in feature extraction and
selection phase. According to industrial estimate,
only about 21% of available data occurred in
structured format. Furthermore data are
generated inform of tweets, sound and videos,
which are highly unstructured in nature. The
tremendous negative outcome of cyberbullying
on the mental health of people, most especially,
children and youths cannot be overemphasized.
cyberbullying is defined as any violent,
intentional action conducted by individuals or
groups, using online channels repeatedly against
a victim who does not have the potential to react’
[1]. “Various studies have estimated that
between to 10% to 40% of internet users are
victims of cyberbullying. effects of cyberbullying
can range from temporary anxiety to suicide”
(Agrawal & Awekar, 2018).

Traditional bullying can be tackled manually
using various methods — like sensitization of
citizens about the adverse effect, encouraging
victims to speak up, and studying the social
behaviors’ of young-stars.  Cyberbullying
however, will be very difficult to tackle using
manual methods, because of the volume of
messages generated (most especially on Social
Media). The ability of human to communicate
and share information makes us the most
advanced specie on the earth. This is where the
concept of language comes in, and human
language is the most diverse complex part of us.
Most data are generated inform of tweets, sound
and videos, which are highly unstructured in
nature. In order to produce significant and
actionable insights from these data, it is
important to get acquainted with techniques of
text analysis and natural language processing.
Natural Language Processing is a part of
Computer Science and Artificial Intelligence (Al),
which deals with human languages. NLP is
divided into two, Natural Language

Understanding (NLU) and Natural Language
Generation (NLG). NLU is usually harder than
NLG because, it takes a lot of time and things to
understand a particular language.

2. MATERIALS AND METHODS

Social media platforms (SMP) and several other
online media forums have become platforms for
online attack, hate speeches and what is
popularly known and called Cyberbullying.
Cyberbullying which is the use of internet and
mobile technologies to bully or attack an
individual, with a high rise of suicide cases as a
result of this menace. Despite the research
efforts put forward to curb this menace, a lot still
needs to be done as the current systems
developed are text based or fail the optimization
test. The application of machine learning to
cyberbullying cannot be overemphasized;
however, neural networks have shown better
performance and achieved better accuracy [1].
An extensive literature review was done by Hani
et al. [2], which categorized existing approaches
into four classes, namely; Supervised learning,
Lexicon based, Rule based and mixed initiative
approaches. SMV and Naive Bayes are used to
develop predictive models for cyberbullying
detection in Supervised Learning approach.
Sentiment analysis has been used extensively to
determine cyberbullying contents in social media
posts. Salawuet al. [3] in their research paper
used LSTM with Word2Vec embedding
technique to create a model trained for
classification of social media posts to determine
if the contents contain cyberbullying or
otherwise. Different DNNs have been proposed
in different literatures for multi-label text
classification, such as [4].

In all of them it is possible to identify the following
three groups of layers, hereinafter modules;
Word Embeddings module, Feature Extraction
module and Classification module. Gargiulo et al.
[5] consider “this simple but effective paradigm
applied to two network topologies: Dense and
CNN-Dense. The Dense network is composed by
a Word Embbedings (Wes) module, which
represents the input text, followed by a
classification module composed by two fully
connected dense layers, which classify the
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output. The CNN-Dense network has an
additional Feature Extraction module composed
by a 1D Convolutional followed by a max pooling
layer which acts as feature extractor, sited
between the WEs and classification modules”.
Also, [6] proposed “a system that dealt with
cyberbullying revelation in email application
using Naive Bayes Classifier Algorithm”. “The
techniqgue deals with the identification and
filtering of spam words and the system can be
modified for cyberbullying revelation in Non-
English applications. Also there is a need for
scalable and energy-efficient routing, data
gathering and aggregation protocols in these
WSN environments in” [7]. “In developing a
cyberbullying detection method dependent on
Convolutional (deep) neural network. The system
was implemented with Keras on top Tensorflow
and coded in Python. They suggested that
regressive training of the system so as to detect
cyberbullying in real time chats and also the
detection of cyberbullying in chats containing
code mix language. The prediction of incoming
attacks is achieved in a timely manner which
enables security professionals to install defense
systems in order to reduce the possibility of such
attacks in Zero Day attack Prediction” [8].
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“Against this background, that various research
has been carried out with the aim of solving
detection and preventing such intrusive
attacks”[9]. “Text Encryption with Advanced
Encryption Standard (AES) for Near Field
Communication (NFC) Using Huffman
Compression in” [10]. The focus of the study is to
mitigate against intrusion in the levels of
communication transaction between the card and
the reader. Also, Alam et al. [11] analyzed “the
performance of four ML methods and three
ensemble methods in cyberbullying detection”.
“Experimental results derived from these studies
showed the effectiveness of ML methods of
cyberbullying detection. Medical image
enhancement algorithms using deep learning-
based convolutional neural network was discus
in” [12].

The method that was adopted in this study can
be summarized into four phases: Dataset
reprocessing, Building an application of Deep
Learning model, Training the model with Train
dataset and presenting result using Test dataset.
The Fig. 1 below shows the developed
framework of our solution methodology to this
problem.

TWEET DATASET

DATASET PREPROCESSING

l

TEST DATASET

TRAINING DATASE

T

WORD EMBEDDING

APPROACH

DEEP LEARMING

:

CYBER TRUCULENT

MOMN-CYBER TRUCULENT

Fig. 1. Developed Model for classification of Cyber truculent tweets
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The dataset collected are labelled data, which
are unprocessed. The dataset serves as input to
the developed system and is very important to
the whole framework as it is from the raw data
that the predictions can be made. The developed
solution is majorly divided into three (3) main
parts which are: Data collection, Sentiment
Analysis, and Visualization and result. Dataset
used for this project work is openly available at
Mendeley website (https://data.mendeley.com).
The collated dataset
(twitter_parsed_dataset.csv) contained sixteen
thousand, eight hundred and forty-eight (16,848)
tweets, which contains 3 class annotations,
namely “none”, “racism” and “sexism”. Where
tweets were annotated “racism” and “sexism”,
tweets labeled as bullying language (1), contain
abusive words and hence do meet the bullying or
truculent speech definition. The tweets
annotated as “none” contained non-bullying or
abusive words. The dataset also contains the
user identification numbers and indicates if the
tweet is a retweet data or originated. The dataset
was split up for downstream tasks into 80% for
training and 20% for testing performance. Table
1 also goes into more details showing that the
hate speech class label occupies only 31.74% of
the entire dataset. the table also points out that
there was a high level of disagreement on
whether that tweet was a bullying speech or not,

compared to other class labels such as none
bullying language and neither, the annotators
were more in unison.

The observation with the data set shows that
there are some level of class imbalance with the
hate speech class label sample size, the Fig. 2
shows a bar chart indicating this class
imbalance.

The second stage is sentiment analysis: After
collecting the data, the second step was to
analyze them. For this purpose, the Maximum
Entropy Classifier algorithm was used to extract
keywords and entities. The One-Dimensional
Convolutional Neural Network (1d-CNN) is then
used to detect truculent speech sentiment
classification of each review that had been
collected. Once the data had been analyzed,
scores would be normalized and then listed with
the review information which is then written to a
file. The third stage consist of Visualization of
data analysis using the Maximum Entropy
Classifier algorithm, the next step is to present
the aggregated analyzed sentiment in visual
components like tables and graphs where
necessary. This part of the proposed solution is
very important as it allow the us to compare
results of this research work with other results in
this problem domain.

Table 1. Class Label data distribution per class

Class

[Data size

Percentage

Bullying Speech

11301

68248

MNone Bullying Language

3347

31.74

Total

16848

100

Class Label

14000
12000
10000
8000
6000
4000
2000

Non-bullying Speech

Bullying Speech

Fig. 2. Bar chart showing class imbalance in the dataset
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Recurrent neural networks (RNNs) was used to
process input sequences of arbitrary length via
the recursive application of a transition function
on a hidden state vector h,. At each time step t,
the hidden state h, is a function of the input
vector x, that the network receives at time t and
its previous hidden stateh,_,. The hidden state
h, € R4 can be interpreted as a d - dimensional
distributed representation of the sequence of
tokens observed up to time t. commonly, the
RNN transition function is an affine
transformation followed by a point-wise
nonlinearity such as the hyperbolic tangent
function:

ht = tanh(WXt + Uht—l + b) (1)

The Long-Short-Term-Memory (LSTM)
architecture was used to addresses the problem
of learning long-term dependencies by
introducing a memory cell that is able to preserve
state over long periods of time.
The LSTM transition equations are the following

ir= oWDx, + UDh,_, + bD) )

fi = 0(w(f)xt + U(f)ht_l + b(f))

Ot = J(W(O)xt + U(O)ht_l + b(O))

u, = tanh (W ®x, + UMh,_, + bW)

= (g u) + (fro c-1)

h; = o; -tanh (c;)
Where:

x; is the input at the current time step,

o denotes the logistic sigmoid function and

° denotes element-wise multiplication.
The conditional random fields (CRF) defines the
conditional probability of a set of output values y
€ Y given a set of input values x € X to be

proportional to the product of potential functions
on cliques of the graph,

p(ylx) = Zl_stES(y,x) Bs Vs, Xs) 3)

Where Zx is a normalization factor overall output
values, S(y, x) is the set of cliques of G, s(ys, Xs)
is the clique potential on clique s.

Afterwards, in the Bi-LSTM-CRF model, a
softmax over all possible tag sequences
yields a probability for the sequence y. The
prediction of the output sequence is computed
as follows:

y* = argmax yey 0 (X, ) (4)

Where o (X, y) is the score function defined as
follows:

oX,y) = ?:oAy.y+1 + Z?:O Pi.y (5)

The study used Anaconda for simulating the
developed environment alongside with Jupyter
Notebook. The tool used for implementing
scientific analysis was Python in the Anaconda
environment. The interface of Anaconda
and Jupyter Notebook are required for the
modelling.

3. RESULTS AND DISCUSSION

The dataset contains 16,848 sentences from a
wide variety of user sources who commented on
topics of interest for sentiment classification with
maximum entropy model. The information
present a sample of the dataset in Fig. 3.

The result of the prediction from the developed
model is presented in Figs. 4— 5.

The performance of the model with unigram is
shown.

The result of performance of the model with
bigram is provided.

The result of performance of the model with
Ngram is provided.

The result of the Precision, F-Score and Recall is
given in Table 2. In the Table 2, we pick the best
results for each of the execution of the model.
This includes unigram, bigrams, trigrams, and
ngrams.

The result of the comparison is presented in
Figs. 6-10. It can be appreciated in the table
above that our method achieves a
better accuracy result on average when
compared with that of Banerjee et al. the
result may be influenced by a number of reasons
which  may include the dataset, the
preprocessing method, and the model used for
analysis.
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3.1 Contributions to the Research

This research focus on developing a model that
is capable of detecting cyberbullying even when
clever wording, alternate spelling and out of
vocabulary words were used in tweets while
improving performance. An ensemble model was
developed using maximum entropy and

convolutional neural network. WordNet with
character unigram, bigram, trigram and n-grams
known for detection of rare and TF-IDF (Term
Frequency Inverse Document Frequency) were
used to create the data representations used in
training the two baseline classifiers over a 50k
augmented tweets dataset.

twitter_parsed_dataset - Excel

Q' Tell me what you want to do

K Cut [catibe  Wirap Text General - }: By | &= B 3 AutoSum
hiEm { oz = = B OE 5SS | mm-
P i | BT W == Elvsaicons + [ TB= 001 [ 00| Combiad Fomvutec C | st Diel Foria |
Clipboare ] Font & Alignment i Mumber ] Styles Celis |
Bl N 5 Text
A 8 C | D
1 |id [Text lannotation oh_label
2| 5.75£+17 @halalflaws @biebervalue @greenlinerzjm | read them in context.No change in meaning. The history of Islamic slavery. https:f/t.co/xWI none [
3 | 5.72£+17 @ShreyaBafna3 Now you idiots claim that people who tried to stop him from becoming a terrorist mace him a terronist. Islamically brain cnone 0
4 3.50E+17 RT @Mooseoftorment Call me sexist, but when 1 go to an auto place, I'd rather talk to a guy sexism 1
5 S.68E+17 @gUssipsquirrelx Wrong, ISIS follows the example of Mohammed and the Quran exactly. racism 1
6 | S5.76E+17 #imkr No No No No No No none ]
7| S.61E+17 RT @TRobinsonNewEra: http://t.co/nkkCbocHEo Saudi preacher who raped and tortured' his five -year-old daughter to death is released none o
8| 4.37E417 RT @Milihousets @Maureen_JS nooo not sexist but most women are bad drivers sexism 1
9 | 5.76E+17 Going to make some pancakes.....Don't hive any strawberries ....3¥“d¥*a¥* 3 but | hve bananas ... 3YESVESVEFYCE. ;))) #MKR none Q
10 S5.73E+17 RT @ahtweet: @freebsdgirl How dare you have feelings is a fantastic way to deh i none Qo
1 S5.00E+17 RT 2aa: There's ing wrong when a girl wins Wayne Rooney street striker #NotSexist sexism 1
12| 5.69E+17 @dIiviIHlIviib @hyperion5182 @PolitiBunny @TheBlockBot she’s not on the autoblocker, and i don't run blocktot. blocking manually for r none 1]
13 5.62E+17 @SirajZarook @0dinizinvictus @8ilaliGhumman @IsraeliRegime A geod Muslim is good despite his bad religion, not because of it. racism 1
4 5. 705417 @ShriekAPotomaos @CrashOverrideNW | help everyone that asks. I'm not here to pass judgment on anyone that comes looking for help. none 0
15| S.64E+17 p_faridxx @AbuAlb ham ¥eah, it's called caring about human life, idiot - something a genocidal Daesh would'nt understand. racism 1
15 5.73E+17 otoh, eventually most of them were like "wait. harper? you're randi harper?” and | still don't know how to adjust to this. none o
17 5.66E+17 @Israelites234 @jacquard612 @Loveussr ROFLMAD. The Putin delusion factory is running full speed and the Putin paid trolls are distribut none o
13 S5.76E+17 RT @nathanrodger: If Kat &mp; Andre were drowning in ariver &mp; you only had the chance to save ane of them... what type of sandunone ]
19! S.69E+17 RT @The_Loki_Jotunn: @MT8_3 Uiterally on this site todayd¥”, http://t.co/YhUzMng7Ge sexism 1
20| S.63E+17 Juxtaposition. http://t.co/11cqixSUs none ]
21 S.76E+17 Woo can't wait to see what happens!!! #mkr none o
22| S5.65E+17 @milfgaardian i tend to document my hair color experiments for later. &gt;.&gt; that pigtails picis a few years old. none 0
23 S5.72e+17 Accordine to Hollv from Geordie Shore, "Sassv - halfway between slut and dassv” #MKR #MKR2015 sexism 1
twitter_parsed dataset & 4
Fig. 3. Tweets Sample dataset
In [1]: import pandas as pd
import numpy as np
from nltk.corpus import stopwords
from nltk.tokenize import word_tokenize
import string
from nltk.stem import biordiletLemmatizer
Imn [5]: dFf1 = pdoread_csw({"c:\M\cleanprojectdataset.csw")
dF1.head{l1a]
Out[ 5]

Tweet Text Label

0 O« @0 bk W NS D

sonng why ere poc wearing faogly Blue contacts s
Sarry but most of the runners popular right n.. .
those jeans are hideous, and 17 afraid he?s ..

I mad to dress up for a presentation in class._..

A | the only one who thinks justin bieber s ..

We caTy on? We as in fugly lookin unwanted pe...
Don7t know what?s worse, the fad he?s hoying ...
Enjoy your New Smyrma Besch__full of ssawe=d, ...
Yeah honestly that?s fughy.

Mo one wants to see thoss fughe 3T bikes?

MNon-Bulllying
Mon-Bulllying
Morn-Bulllying
Morn-Bulllying
MNorn-Bulllying
MNon-Bulllying
Mon-Bulllying
Morn-Bulllying
Morn-Bulllying

MNorn-Bulllying

Fig. 4. Loaded dataset
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z into troining and t

test_set = Final bata[e:

lodel *or i

745], Final Data[746:]

o

import collections
from nltk.metrics.scores import (accuracy, precision, recall, f_measure)
from nltk import metrics

refsets = collections. defaultdict(set)
testsets = collections.defaultdict(set)

classifier = nltk.NaiveBayesClassifier.train(train_set)

for i, (feats, label) in enumerate(test_set):
refsets[label].add(i)
observed = classifier.classify(feats)
testsetsfobserved]}.add(i)

print("CyberBully Mcdel Performance with Unigrams ~)
print("Accuracy:",nltk.classify.accuracy(classifier, test_set) + 2.28)

CyberBully Model Performance with Unigrams
Accuracy: 9.8944200626959248

Fig. 5. Result of performance with unigram

In [21]: 4Amport random
random. shufFFfle(Final_ DataZ)
primt{len{Final_Dat=az))

train_set, test_set = Final_Dataz[@:747], Final_Dataz[747:]

import nltk
Admport collections

from nltk.metrics.scores import (accuracy, precision,., recall, f_ _measure)
From nltk import metrics

#CyberBul Ly Model For Bigrams

refsets = collections. defaultdict(set)
testsets = collections.defaultdict(set)

classifier = nltk.NaiveBayesClassifier.train(train_set)

for i, (Feats, label) in enumerate(test_set):
refsets[label].add{i}
observed = classifier.classify(feats)
testsets[observed] .add( i)

print("CyberBully Model Performance with Bigrams ™)
print{"Accuracy: " .nltk.classify.accuracy(classifier, test_set) + B8.3@)
1a65%

CyberBully Model Performance with Bigrams
Accuracy: 9.96@3773584925659

Fig. 6. the performance of the model with bigram

fFfor =z, = im combined:
bag_of_trigrams_words(=)
Final pData3.append{(bag_ of_ trigrams_ words{=),=23)

import random
random. shuffle(Final Data3)
print{len{Final_ Data3))

train_set, test_set — Final_ pataz[e:7a47]. Final_Data3[727:]

Foyvbergul L1 Model For Trigrams
impor+t nltk

import collections

From nltk .metrics.scores import (accuracy, precision, recall, F measuure)
From nltk mport metrics

refsets — collections. defaultdictiset)
testsets = collectioms.defaultdicti(s=tl
classifier = nltk.maiveBayesclassifier.traind{train_set)

For i, (Feats, label) H@in enumerate(test setd:
refsets[label] .add{i)
observed = classifier.classifw(feats)
testsets[observed] -.add (i}

print{"cCyberBully Model Performance with Trigrams

print(~Aaccuracy:”,nltk.classify.accuracy(classifier, test_setl) = @.=a)
1ass

CyberBully Model Performance with Trigrams

ACCuUuracy - 2.9226915S89333I96&622

Fig. 7. performance of the model with Trigram
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In [48]: import random
random. shuffle{Final_Data4)
print(len{Final_Data4))

train_set, test_set = Final _Datas4[e:747], Final_Data4[747:]

import nltk

import collections

from nltk.metrics.scores import {accuracy, precision, recall, f_measure)
from nltk import metrics

#tyerBully Model for Ngrams

refsets = collections. defaultdict(set)

testsets = collections.defaultdict(set)

classifier = nltk.NaiveBayesClassifier.train{train_set)

for i, (feats, label) in enumerate(test_set):
refsets[label].add(i)
observed = classifier.classify(feats)
testsets[observed].add(i)

print("Cyergully Model Performance with NEgrams ")
print("Accuracy:",nltk.classify.accuracy(classifier, test_set) + .38)

18g5
Cyersully model Performance with Ngrams
ACCUracy: ©.92477987421383647

Fig. 8. The performance of the model with ngram

In [61]: #Cregte Moximum Entropy model to compare
from nltk.classify import MaxentClassifier
import collections
from nltk.metrics,scores import {accuracy, precision, recall, f_measure)

logit_classifier = MaxentcClassifier.train{train_set, algorithm="gisz', trace=8, max_ite

for i, (Final_pata, label) in enumerate(test_set):
refsets[label].add(i)
observed = logit_classifier.classify({Final_Data)
testsets[observed].add(i)

print{'pos precision:’, precision(refsets[ Bullying'], testsets[ Mon-Bullying ]1})
print{ ' pos recall:”, recall{refsets[ Bullying’], testsets[ Mon-Bullying']))
print{'pos F-measure:', T_measure(refsets[ Bullying’'], testsets[ 'mMon-Bullying']1})
print{'pos accuracy:”, nltk.classify.accuracy(classifier, test_set) + .83)

print{ ' neg precision:’, precision(refsets[ Mon-Bullying'], testsets[ Mon-Bullying']))
print{ ' neg recall:”, recall{refsets[ Mon-Bullying'], testsets[ Mon-Bullying' ]1})
print{ ' neg F-measure:’, T _measure(refsets[ Mon-Bullying'], testsets[ Mon-Bullying']))
print{ 'neg accuracy:”, nltk.classify.accuracy(classifier, test_set) + .89)

pos precision: @.3389121338912134
pos recall: @.78434782608B69566
pos F-measure: 8.4576271186448678
pos Accuracy: 8.9618881393728222
neg precision: @.6618373661887366
neg recall: @,9186846511627987
neg F-measure: 8.763B564476885644
neg Accuracy: 8.9618881303728222

Fig. 9. The final result of the model
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Table 2. Result of precision, F - Score and recall for developed model

DATASET ACCURACY |PRECISION |[RECALL [F-SCORE
Unigram 98.4% 54.5% 73.7% 83.2%
Bigrams 96.0% 93.7% 67.6% 84.7%
Trigrams 92.2% 92.3% 85.7% 88.9%
Nerams 94.8% 92.9% 67.7% 78.3%
Final 96.1% 93.6% 73.7% 83.8%

Accuracy

96.50%

96.00%

95.50%

95.00%

94.50%

94.00%

93.50%

93.00%

92.50%

DEVELOPED MODEL

BANERJEE ET AL

Fig. 10. Bar graph showing comparative accuracy

4. CONCLUSION

The unigram model performed fairly well with
96.3% accuracy while the bigram model
performed with accuracy of 93.8%, the trigram
model however dropped the performance with an
accuracy of 88.2%, and the ngram improved
performance with 94.2%. Also with the
combination of the model and the best gram
produced an accuracy of 97.9% but on closer
investigation it was observed that the developed
model which include a combination of maximum
entropy and convolutional neural network was
responsible the performance .The models was
good while detecting OOV word, alternate
spelling and clever wording of cyberbullying in
tweets which satisfies the aim of this research
work. Improving on the bullying recall accuracy,
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