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Abstract

With the rapid development of Interne-mail has become an essential communication tool. Bul
security of e-mail communications is an important issueceRtty, Chen et al. [6] proposed a ngw
protocol of wide use for e-mail. Chen et al. claimed thatproposed protocol is skillfully designed|to
achieve perfect forward secrecy and end to end securityedlsas to satisfy the requirements |of
confidentiality, origin, integrity and easy key managain But, in this paper, we show that Chen et al.’s
protocol suffers from the e-mail server impersonation kttatail content confidentiality attack and
replay attack. Moreover, we give an improvement on Cherl.’stpsotocol to overcome its security
weaknesses, and propose the perfect-mail, a securel gnotaicol with perfect forward secrecy. It |is
concluded by analysis that the improved protocol provides thecpéofevard secrecy and resists replay
attack, impersonation attack, and mail content confidetytialitack. But the communication cost (of
improved protocol is equal to that of Chen et al.’s prdtcaad the computing cost of improved protocol
is only added by two signature verification.

Keywords: Cryptography; secure protocol; E-mail protocol; seguri
1 Introduction

Electronic mail, e-mail in short, has been widely usetkat of traditional communication established by
pen and paper. Moreover, with the rapid development ofrnete e-mail has become an essential
communication tool. Modern e-mail system transfer noy ¢et but also electronic documents, voice, and
financial transactions. So, the security of e-mail comeations is an important issue. Unfortunately the
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basic e-mail protocol does not provide the confidentiality arebrity service. Bacard [1] introduced some
security requirements in e-mail systems. Since thenralesecurity protocols such as, PGP [2], PEM [3]
and S/MIME [4] have been designed to provide confidentialitysanidentication of e-mail system.

However, these protocols cannot provide perfect forwardeegd5] because once the secret key of the
receiver is disclosed, all previous used short-term kélyslso be opened and hence previous e-mail will be
learned.

It is noted that early e-mail protocols take only a sirggimail server into account. But, in practice, it is
common that the e-mail sender and receiver any registifferent e-mail servers. Recently, Chen et al. [6]
took into account the scenario that the e-mail sender andethigient register at different servers and
proposed a new protocol of wide use for e-mail. Chen. elamed that the proposed protocol is skillfully
designed to achieve perfect forward secrecy and eaddsecurity as well as to satisfy the requirements of
confidentiality, origin, integrity and easy key managem®ui, in this paper, we show that Chen et al.’s
protocol suffers from the e-mail server impersonatttack, mail content confidentiality attack and replay
attack. Moreover, we give an improvement on Chen et pitdtocol, and propose the perfect-mail, a secure
e-mail protocol with perfect forward secrecy. We alsscdss the security of the improved protocol. The
improved protocol provides the perfect forward secrecy andgesiglay attack, impersonation attack, and
mail content confidentiality attack.

This article is organized as follows. Section 2 discuiseselated work. We review Chen et al.’s protocol in
Section 3 and point out its flaws in Section 4. In Sectiowé,give an improvement on Chen et al.’s
protocol. The security analysis of the improved prototd,gerfect-mail, is discussed in Section 6. Finally,
conclusions are given in Section 7.

2 Related Works

In order to provide perfect forward secrecy, Sun et5lpfoposed two new e-mail protocols. However, in
2006, Dent [7] pointed out Sun et al.’s protocols do not peopierfect forward secrecy as claimed. Later,
Kim et al. [8] proposed an improved version of Sun et atéggaols to overcome this weakness. But, in
2010, Chang et al. [9] showed that Kim et al.'s protocols stiften the well-known man-in-the-middle
attack and consequently do not achieve perfect forwangsedn 2007 Kwon et al. [10] proposed a
password-based e-mail protocol for mobile devices. Howtee many modular exponentiation operations
in their protocol might cause mobile devices consume battergmpexpeditiously [9]. In 2011, Chang et al.
[11] pointed out some drawbacks of existing e-mail grot and proposed an efficient e-mail protocol for
mobile devices. In 2012, Wong et al. [12] proposed a secmailggrotocol with perfect forward secrecy.

Certified e-mail protocol is a fair exchange of a mesdageeceipt between two potentially mistrusting
parties over the network. In 2013, Gao et al. [13] progh@se improved certified e-mail protocol meeting
confidentiality and non-repudiation. In 2013, Wang et al. [14] idgesl a novel certified e-mail protocol in
id-based setting that employed an off-line semi-trushéd tparty STTP for wireless networks. In 2014,
Draper-Gil et al. [15] proposed an optimistic certifieanail protocol for the current Internet e-mail
architecture.

3 Review of Chen et al.’s E-mail Protocol

In this section, we review Chen et al.'s e-mail proto6pl Chen et al.’s protocol consists of three phase:
registration, sending, and receiving.

3.1 Registration

Either the sender or the recipient has to register atdividual e-mail server at the beginning. For example,
when a participanf (resp. B) registers at e-mail serves, (resp. S;), it implies that A shares password
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Q, with S,. A submitsID, and g*® modn to S, wheren is a big prime numberg is a generator
with order N—1 over GF(n), and a is a random numbeiS, computes the registration information
(g®modn) with Ql'l and stores ¢* modn). Likewise, the participanB sharesQ, with e-mail
serverS, . S, stores (@ modn) for B . The e-mail serveiS, and S, also share a passwold ,
MAC denotes a message authentication cE[iE.denotes the symmetric encryption with the K&y, For

simplicity, ‘modn is omitted hereafter.

3.2 Sending Phase

When senderA intends to send an e-mail to recipiet, the operation goes as follows:
Step 1A — S,: Request.

If A wants to deliver an e-mail tB , he should send the request3yg firstly.
Step 2S5, —» §: Request.

S, forwards the request t&, to ask for the registration information &
Step 3S; - S.: ID,,g°,MAC, (IDg, Q")

S, finds the registration informatiog” of B. Then'S, computes thdMACvalue of ID,g" with K,
and senddD,,g",MAC, (IDg,g"°)to S,.

Step4S, - A ID,,9", MAC, (IDg, g")

In order to check the validation of the received messSgecomputesMAC, (1D, g°) and checks if the
computedMAC value is equal to the receivddAC value. If it holds,S, computes thdMAC value of
IDg,g° with Q, and sendéDB,gb,MACQ(IDB,gb) to A.

Step 5A - S,:1D,,ID;,[M ]gxb,gX,MACq(IDA, ID,,[M ]gxb,gx).

Upon receiving the messagé, computesMACQl( IDg, @) and checks if the computeMAC value is

equal to the receive@AC value. If it holds, A computesg™ with a random numbeX and g*° by
computing (g°)*. A encrypts mail content with g™ . Then A computes theMAC value of
ID,,IDg, M ](gxb),gx withQ, and sends

ID,,ID,M] . 0% MACq,(ID, ID4,[M], . 0%

g*b)’
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to S,.
Step 65, — §:1D,,1D,M ] u,0% MAC, (ID,,ID;,M], .., G").

S, checks the validation of the received message. he compdf€, (ID,, IDB,[M]gxb, g”) and

checks if the computeAC value is equal to the receivddlAC value. If it holds,S, computes the
MACvalue of ID,,ID ;,[M ](gxb),g *with K and sends

ID,, 1D, M1 ..0" MAC, (ID,, 1D, M] ...g%)

(g
to S;. After receiving the messag&; stores the e-mail message f8r.

3.3 Receiving Phase

Step B —~ S;: IDg, 0" MAC,, (IDg,d .9 ).
When B is on-line and intends to check e-mails, he will com;I_[;Hewith a new random numbdy and

MAGC,, (1Dg, gbl ,d). Then B sends
ID;,g"% MAC,, (ID;. ¢ ,9)

to §

Step 8S; — B: ID,,ID,[M] .,g", MAC,(ID,, ID&[M] ., g°, 9")

Upon S receiving the messages, verifies MACQZ(IDB,gb' ,d). If the verification fails, S, will
reject the request fronB. Otherwise,S, updateg” with g° . Lastly, S; computes thdMIAC value of
IDA,IDB,[M]gm,gX1 gb with Q, and sends

IDAilDBI[M]gxbl gx’ MACQ( IDA’ IDB'[M] gxb1 gX, gb)

to B.

When B receives the message froﬁé, he computes

MAGC,, (ID,, IDg,[M] ., 9%, g°).
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B checks if the computeAC value. If it holds, he computeg™ by computing(g*)® to decrypt
[M] gxb .
4 The Cryptanalysis of Chen et al.’s Protocol

In this section, we show that Chen et al.’s protocol ssiffierm the e-mail server impersonation attack, mail
content confidentiality attack and replay attack.

4.1 The E-mail Server Impersonation Attack

In Chen et al.’s protocol, the e-mail ser§ can impersonate the e-mail send@rto send message B .

In fact, whenS; receiversgb' in step 7,S; can pick a random numbed and computesgx'. Then§
computes

[M] o \MAC,, (ID,, ID4,[M'] ., 9", 0°).

Where M" is the mail content tha\‘f:lB wants to impersonate the e-mail senderto send toB. Then SB
sends

ID,,IDg.[M] . 9", MAC, (ID,, IDg,[M] 4, 9", 9")

to B. Receiving the messagB cannot find any problem by checking thdAC value and believdVl’
is the mail content which the sendék want to send him. So, the e-mail sen successfully

impersonate the sendék to send message to the receil®r
4.2 Replay Attack

In Chen et al.’s protocol, when an attacker intercepts m"g@AJDB,[M]gm,gx,MACQ(lDA,|DB.[M]gmgX)

in step 5, he can use it in future to implement repltackt In next procedure o\ sending e-mail tdB,
the attacker can send the intercepted message

ID,,1Dg,M] .0 MAC, (1D, ID g, [M | P a")
to S, instep 5. S, cannot find any problem. TheB, sends

ID,, 1D, M] .., 9" MAC, (ID,, IDg,[M] ., 9%)
to S;. In step 6,S; also cannot find any problem. Thé, sends

ID,,ID,[M] .9 MAC4(ID,, ID,[M] .. 9", 0°)
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to B. In step 8, the message also satisfies the verificaionthe attacker successfully implements replay
attack. Of course, at the end of the replay attdwk,mail content got by the receivBrmay not beM ,

because the personal informatiq? might have replaced bgbv .

4.3 Mail Content Confidentiality Attack

In step 4 of Chen et al’s protocol, the mail serd8f can pick a random numbet and send
IDB,gC,MACQl(IDB,gc) to the e-mail sendeAA. Then in step 5 wheiS, receivers the message
[M]gxc, g%, S, can computeg™ = (g*)“ and obtain the mail content by decrypti[d\gfl]gxc. Then S,

can continue performing step 6. At the end of the protocotetteiver B may get a false mail content since

g°*g.
5 A Secure E-mail Protocol with Perfect Forward Seecy

5.1Registration

The registration phase of the improved protocol is esdbniilentical to that of Chen et al.’s protocol. The
mail senderA shares a passwor@, with his mail serverS,. The mail receiveB shares a passwol@,

with his mail serverS;. S, and S; also share a passwolfl , MAC denotes a message authentication

code.[qlK denotes the symmetric encryption with the R&y. But, the personal information of the e-mail
senderA is g° and Sig, ( d') . WhereSK, is the private key ofA, Sigg, ( d') is the signature

generated byA. Likewise, the personal information of the e-mail reee B is g° and Sigg, ( d) .

5.2 Sending Phase
When senderA intends to send an e-mail to the recipi&hf the operation goes as follows:

Step 1A - S,: Request.

If A wants to deliver an e-mail tB , he first sends the request to his mail serSgr
Step 25, —» §: Request.

S, forwards the request t&; , the recipientB’s server , to ask for the registration informationBf
Step 35, ~ S IDB’gb’Sigsg (d"). MAC, (IDg, ¢, Sigg, ( d))

S; finds IDB,gb,Sigs,%(gf) of B. Then S; computes theMAC value of IDB,gb,Sigs,%(gf)
with K, and sends
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IDg,9", Sigg, (o), MAC, (IDg, ¢°, Sigy ()
to S,.
Step 45, — A: IDg,g°,Sigg, (&), MAG, (1D, @°, Sigy, ()

S, computesMAC, (1D;, ¢°, Sigg, ( d)) and checks if the computéMAC value is equal to the

receivedMAC value. If it holds, S, computes the MAC value of MAGC, (IDy, g, Sigy ( d)) and
sends

IDg,9°, Sigs, (&), MAC, (IDg, ¢°, Sigy, (d))
to A.

Step 5A - S;:

IDA; ID B![M ]gxb!g X!Sigs&( gx)l T! MAC\Q ( IQ! ID?, ![ M]gxhv g<’ SigSKA( g<)’ T) Upon receiVing
the messageA first verifies the signatur&ig, ( d’). Then A computes

MAG, (1D, ¢, Sigy, ( §))

and checks if the computellAC value is equal to the receivddl AC value. If the verifications holdA
computesg™ with a random numbek and g™ by computing(g®)*. A encryptsM with g*°, where
M is the content of the e-mail. ThenA computes the MAC value of
ID,,IDg,[M ]gxb,g %, Sigg (9%), T with Q and sends

ID,,1Dg,M] 9% Sigg (9, T, MAG, (1D, ID,,[M] ., d', Sigg, (9, T)
to S,. WhereT is time stamp.
Step 6S, - §:

ID,,IDg,[M ]gxb,gX,SigSKA(gX), T, MAG (ID ,,ID ;,[M ]gxb,gx, Sigy, ( 9).T).

S, computesMAC, (ID,, IDg,[M] ., 9", Sigy, (g),T) and checks if the computeMAC value

is equal to the receivedMAC value. If it holds, S, computes the MAC value of
ID,,IDg,[M ]gxb,gx,SigSKA(gx),Twith K and sends
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IDA’ IDB’[M ]gxbag X:Sigs&(gx)s T, MAQ (IDA’ ID B’[M ]gxmgxi SigKA( g):T)
to S;. After receiving the messag&;, stores the e-mail message fBr.

5.3 Receiving Phase
Step B — S 1D, 0" Sigg, (97), MAG, (ID,.¢ ,Sigs, (d )¢’

When B checks e-mails, he will computegb‘ with a new random numberb and

MACQZ (1Dg, gb‘ ,SigSKB (d’ ), gb ). . Then B sends
IDg,g"* MAC,, (IDy.¢ Sigg, (¢" ).
to §
Step 85; - B:

ID,,IDg,M ] .97, Sigs (9), T, MAG, (1D, 1D [M] .., ', Sigs, (§). &, &', T)

Upon S; receiving the messag&; first verifies the signaturéSigSKB ( (f) . Then he verifies

MAC, (ID,.¢" , Sigg, (d').¢).

If the verifications fail, S, will reject the request fronBB. Otherwise,S, updateg” with gb'. Lastly, S
computes theMAC value of

ID,,IDg,[M ]gxb,gx,SigSKA(gx), T with Q,
and sends
ID,,IDg,[M] .,9%,Sigg, (9"), T, MAG, (1D, ID[M] ., ¢, Sigg (), &', &, Tto B.
When B receives the message froBy , he computes

MAC,, (ID,, IDy [M] .., 0", Sigs, (9, 0", ", T).

B checks if the computeAC value is equal to the receivdd AC value. If it holds, he computeg™
by computing(g*)® to decrypt[M] gt
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6 Security Analysis of the Improved Protocol

6.1 Perfect Forward Secrecy

In a protocol, if compromise of long-term keys does not comjse session keys, it's said that the protocol
satisfies the perfect forward secrecy. In improved prétabe session ke>gxb is determined by the

randomly selected secret numbeétsand b . So, the session kegXb has no relationship with the long-term
SK, or SK;. Even if the attacker getg™ and g° by compromise of long-term keySK, and SK;, the
attacker also cannot ge(JXb thanks to the difficulty of computing discrete logarithitherefore, the
improved protocol satisfies the perfect forward secrecy.

6.2 Replay Attack

An attacker may intercept massage in step 3, step 45ststep 6, step 7 and step 8. But in improved
protocol the informatiorgb of receiverB is renewed when each receiving e-mail is finished. Secondly,

time stampT is involved in step 5, step 6, step 7 and step 8 to guartheeeshness of transmitted
messages. So, the intercepted messages are useldssdttacker to perform replay attacks.

6.3 Sender Impersonation Attack

If an attacker wants to impersonate e-mail senfleto send a message to receildr he must know the
passwordQ, or Q, and private keySK,. Because in step 5, step 6 and steg’8is signed bySK,.

Before decrypting the mail content, the e-mail reaeilBefirst verifies the signatur(SigSKA( g) generated
by e-mail senderA. The attacker do not kno®K,, then he cannot generate signatS"iagSKA( g). So,

the attacker cannot success to perform sender impersondtiok &f course, the e-mail servg, cannot
perform sender impersonation attack.

6.4 Mail Content Confidentiality Attack

Unlike Chen et al.’s protocol, the improved protocol can resist eoatent confidentiality attack. Because
in step 4 of improved protocol, the signatljfae'hgSKB ( d’) is needed, the mail serv&, cannot successfully

change the informationj;b of B. So, in step 5 of the improved protoc8, cannot decrypr]gxb. Of

course, except the e-mail receivBr, no one can obtains the mail content.

7 Conclusion

In this paper, we show that Chen et al.’s e-mail protsafiers from the e-mail server impersonation attack,
mail content confidentiality attack and replay attackréwer, we give an improvement on Chen et al.’'s e-
mail protocol, and propose a secure e-mail protocol witliepieforward secrecy. We also discuss the
security of the improved protocol. The improved protocol providesp#rfect forward secrecy and resists
replay attack, impersonation attack, and mail contentidemtiality attack. The proposed secure e-mail
protocol is more suitable to the e-mail system in oaf life.
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